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Abstract

The Green Guard application enables real-time ecological monitoring with 10T and drone technologies, provid-
ing environmental insights. It's including Security by Design (SbD) principles to support data protection across sys-
tem layers . At the same time, Privacy by Design (PbD) promotes ethical data handling practices that highlight user
consent and minimize data collection to what is absolutely necessary .These foundational principles flow through into
the application's UI/UX, so that security and privacy into the core of user interactions. Certain mechanisms for secure
data management are implemented through multi-layered controls and audit-ready systems , effectively in preventing
unauthorized access, and it has been well received by users. The Green Guard solution represents the realization of
SbD and PbD principles applied in a practical way, and is an example for future-based, secure, and user-centric
solutions in environmental monitoring technologies.

VY cydacHHMX yMOBax €KOJOTiYHHI MOHITOPUHT BUMarae He JIMIIE CBOEYACHOTO JOCTYILY JI0 JOCTOBIp-
Hoi iH(opMmaIlii, a i CTBOPEHHS THYYKHUX, aIalITUBHUX IHCTPYMEHTIB, 3[JaTHUX Y peaTbHOMY Yaci 30uparu,
00pobmsTH Ta aHai3yBaTH BeuKi o0csru nanux. [loeqnanus texnomnoriit [arepuery peueii (IoT), po3ym-
HOTO oMy, KoHuenii Smart City Ta 6e3MiJOTHHUX JITaIbHUX anapariB BiAKPUBAE MOXKIIUBICTh PO3POOUTH
MaciTaboBaHy €KOJIOTiYHy matdopMy Uil MicTa Y Kropoj, BOAHOYAC 3a0e3MEeUMBIIN AOCHIPKEHHS 11
CKIIa/10BO1 KibepOe3neku. [lonpu cTpiMKuil po3BUTOK iHGPACTPYKTYpH PO3YMHHX MICT, HaiOLIbIa yBara
371e01IBIIIOT0 30CepeKYETHCS Ha IIM(POBi3allii Mociyr, eeKTpudikamii Ta onTuMizalii TpaHCTIOPTHHX T0-
TOKIB, TOJI SIK MUTAHHS €KOJIOT19HOT O€3MEeKH 3aJTMIIA0THCS HEAOCTaTHRO ONPallbOBAaHUMHU, X04a 1X 3Hady-
IIiCTh MTOCTIHHO 3pOCTAE.

Bukopucranns Al, [oT ta [IoT TexHonoriii nae 3Mory He nuiie QikCyBaTH 3MiHU TOBKULIS, aje i
MPOTHO3YBAaTH MOTEHIIIHHI PU3HKHU Ta 3aBYacHO iHQOpMyBaTH HacelleHHs Mpo HeOe3neku. [Ipore edexru-
BHICTb TIOJTIOHUX CHCTEM 1 PiBeHb JIOBIPH J0 HUX HEMOXJIHBI 0€3 HaJeKHOTO piBHA Kibep3axucrty — 0co0-
JIMBO Ha PiBHI KopucTyBanpkoro intepdeiicy (Ul) Ta B3aemoii kopuctysaua 3 cucremoro (UX). Tomy etan
JIM3aifHy CHOTOJIHI Ma€ PO3TIISAATUCS HE JIUIIE K MUTAHHS 3pyYHOCTI, a K aKTUBHHI MeXaHi3M iHpopma-
miHO1 Oe3rnekr Ta hopMyBaHHS TOBIpH MiXK KOPUCTYBa4eM i TUIaT(HOPMOFO.

Y xomi pobotu Oyno NpoaHaTi30BaHO YOTHUPU peanbHi IIaTGOPMH MOHITOPHHIY HOBITPS —
SaveEcoBot, Luftdaten, EcoCity Ta Atmosfera — 3 mo3uii kibepOe3neKku, MpUBaTHOCTI Ta peatizallii MpuH-
mumiB Security by Design i Privacy by Design. [locmipkeHHs moka3aio, 10 BCi CEpBiCH 3araloM BUKOpPU-
CTOBYIOTh 0a30Bi MexaHi3Mu 3axucty, 30kpemMa HTTPS, ognak 3Ha4HOI0 TPOOIEMOIO 3aTTUIIAETHCS BiJICY-
THICTB ITPO30POT0 ¥ 3p03yMIJIOro KOPUCTYBAILKOTO iHTepdeiicy mo/10 300py Ta 00pOOKH JTaHWX. 3aralib-
HUM BHCHOBKOM € Te, [0 CY4acHi eKo-TaTGOopMHu IPUALISIFOTh yBary TEXHIYHUM aclieKTaM Oe3Ieku, aje
B OUIBIIOCT] BUMAAKIB HE 3a0€3MeUyI0Th JOCTaTHLOI IPO30POCTi AJIsi KOPUCTYBada, HE HAAlOTh MOSICHEHD
0710 300py JaHHX.

Kiro4oB010 OCHOBOIO JIJIsl CTBOpEHHSI Oe3meyHux inTepdericiB € koHuermis Security by Design (SbD),
AKa mepeadaydae BIPOBAKECHHS! MEXaHi3MiB 3aXHCTY IlI€ Ha eTali apXiTeKTypHOTO IJIaHyBaHHS. Y KOH-
tekcTi Green Guard e o3Hayae NoOyAOBY OaraTOpiBHEBOI CUCTEMH, Y SIKil KOKeH KOMIOHEHT — BiJ [oT-
CEHCOPIB 1 APOHIB 710 XMapHOi iHQPACTPYKTYpH i MOOIILHOTO J0IaTKy — OTPUMYE JIUIIIEe MiHIMaJIbHO He-
00XxiTHUI HaOIp TaHUX.

He menm BaxxnuBoto € koHuenuis Privacy by Design (PbD), sika ctaBuTh y LeHTp yBaru 3aXucT npu-
BaTHOCTI Ta MPo30picTb 0OpoOku nanux. Y mexax Green Guard BoHa peayi3oBaHa yepe3 MiHIMI3AIliiO
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Kibepoesnexa ma 3axucm ingpopmauyii

300py MEePCOHATBLHUX JTaHUX, 00POOKY 1H(MOpMAIIii JIUIIIE 31 3TOAN KOPUCTYBada, MOXKIIUBICTh IIOBHOTO Ke-
pYBaHHSI 103BOJaMU Ta 3pO3YMili MOsICHEHHsI, HABIIIO caMe cucTeMa rmoTpedye neBHi gani. PbD y npomy
KOHTEKCTi iHTerpyetbes y cam UI/UX — Ge3neka cipuiiMaeThCs He SIK 0OMEKeHHS], a K YacTUHA 3py4YHOT
Ta po3’ ICHIOBAJILHOT B3a€EMOII1.

VY migcymky mocimimkenns, kibepoesneka B UI/UX-am3aitai Green Guard € hyHIaMeHTaIpHOO CKIIa-
JIOBOIO CICTEMH Ta BU3HAYaE ii HANIHHICTh, e)EeKTUBHICTH i piBeHb NoBipH. KoMOinyBanHs npuHImIiB SbD
1 PbD mo3Bomsie cTBopuTH TU1aTOpMy, CTIHKY IO aTaK i BOZHOYAC 3pO3YMLIY Ui KOpUCTyBada. Bixke Ha
eTari aHaji3y BH3HAYAIOTHCS KPUTHYHI NaHi ¥ MOTEHIIiHI PU3WKH, a Il 9ac MPOEKTYBaHHS PO3pPOOIIs-
10ThCs Oe3MeyHi creHapii B3aeMoii, IoTiuHa HaBiramis Ta mpo30pi MexaHi3MH KOHTPOJIO JaHuX. Takui
miaxig GopMmye MOBHHN LUK iHGOPMALIHHOTO 3aXHCTY — BiJl ceHCopa 110 iHTepdelcy — nepeTBOPIIYn
Green Guard Ha iHHOBaIITHAN TIPUKIIA] “‘€KOJIOTI9HO Oe3MeYHOr0” TU3aiHy.
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