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Abstract

This paper presents an analysis of the effectiveness of the acoustic leak channel through computer mouse sen-
sors, i.e. Mic-E-Mouse, a new side-channel attack that uses high-performance optical mouse sensors to covertly
eavesdrop on users. The attack exploits the capabilities of advanced optical sensors, especially those with high reso-
lution and polling rates. It detects the subtle transverse surface vibrations caused by the user’s confidential speech,
effectively turning the mouse into a rudimentary microphone. The collected raw motion data is significantly degraded
due to non-uniform sampling and quantization. To overcome these limitations, interpolation, ad hoc Wiener filtering,
and a neural network for speech reconstruction are used. This pipeline achieves significant results, including a signal-
to-noise ratio improvement of up to +19 dB and a 40% increase in speech transmission index compared to raw data,
demonstrating that auditory tracking using conventional peripherals is now technically feasible, efficient, and pro-
ductive.

Cyd4acHi BHCOKONPOIYKTHBHI ONTHYHI CEHCOPH, IO BUKOPUCTOBYIOTHCS B KOMI'FOTEPHHUX MHIIAX,
0C00JIMBO IrPOBHX, CTAHOBJISITh HEOUEBUIHY Bpa3inuBicTh. Lli mpucTpoi, po3po0OiieHi A Haa3BHYaHOT TO-
YHOCTI Ta BUCOKOI 4acToT onuTyBaHH: (10 4KHz i Buine), MOXXyTh BUSBISITH MiKPOCKOIIIYHI ITepeMi-
IeHHs Po0040i moBepxHi. JloCmiKeHHS MOKIHMBOCTEH TAKOTO KaHATY BUTOKY iH(opMaIlii, ToOTO Mmii
sk Mikpodony Mic-E-Mouse Brepiiie 1eMOHCTpYE, IIO IIi CCHCOPH MOXKHA SKCIUTyaTyBaTh SIK MOOIYHUI
KaHaJ JJIsl aKyCTUYHOTO MificmyXxoByBaHHs. Lleit MeToa 3acHOBaHWI Ha aHANOTIi «MUIIA-MIKpOQOHY, Jie
ceHcop, 1o ¢ikcye nepeMimeHHs B moiiMax Ha Touky (DPI D), Moxe BHSBIATH pyXd pO3MipoM IO

1, o . . .
- JUOHiMa, BKIIOYAIOYH MOTIEPeyHi BiOpaii (meprneH uKyISpHi MMOBEPXHi), CIIPUYMHEH]I 3ByKOBUMH XBH-

JISIMH MOBH KopucTyBada. Ha puc. 1 mpezcraBieHo 3pocTaidy Yy TJIMBICTh MUIIEH, IKa BABOJUTH CEHCOPU
PAW3395 ta PAW3399 B 30HY 0c00IMBOT Bpa3IHBOCTI.

I'padix Ha puc. 1, imoctpye, sk 3poctanas DPI ta yactoTn onutyBaHHS pOOHTH CydacHi CEHCOPH,
Taki sk PAW3395/PAW3399, cipuiiHATIIMBUMU JI0 aKYCTHYHHUX aTak.

Ataka Mic-E-Mouse peanizyeTbcs UDISIXOM 300py BHCOKOYACTOTHHMX JAHHUX MPO PyX MHUIII
(Ax, Ay, At) uepe3 ckommnpomeToBaHe abo JierajibHe MporpamMHe 3a0e3NeUeHHs] Ha KOMITTOTepi KePTBH.
3i0paHuii cUTHAI € BKpail HU3bKOSIKICHAM, CTPaXKJIAal04H BiJl CHIIBHOTO KBaHTYBaHHSI, HEPIBHOMIpHOI BUOi-
PKM Ta HEeNHIHHOT YaCTOTHOT XapaKTEPUCTHKH.

s mogonaHHs UMX MEpelKo] po3podiieHo nporpaMHuii KonBeep Mic-E-Mouse. 3aranbHa cxema
aTakH MpeJICTaBlIeHa Ha pHC. 2, sIKa BKIIIOYae 301ip TaHUX Ipo BiOpauii, X nepeaady Ta nogansury o0poOKy.

Cxema, 1110 MIPEJCTABJICHA HA PUC. 2, IEMOHCTPYE €TalM aTaKH: BiJl 3aXOIJICHHs BiOpalliii B Oe3mneu-
HOMY CepeloBHILI 0 300py AaHUX Ta BiIHOBICHHS ayIiOCHTHATY yepe3 0OpOOKy CHTHAIy Ta MalllHHE
HaBYaHHSL.
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[Iporiec 00poOKY CHTHATY BKJIFOUAE TaKi OCHOBHI €Tarlu:

— TepelucKpeTh3allis: BukopuctanHs sinc-iHTEpHONALIT ISl IEPETBOPEHHST HEPIBHOMIPHOT BUOIPKH
CHpHX JaHUX Ha MPUAATHUH U1 aynioo0poOku (opmar;

— 3HWXEHHs IIyMy: 3acToCcyBaHHs HaamToBaHoi (inbrparii Binepa (Wiener filtering), TpeHoBaHoT Ha
npodiIsIX MIyMy KOHKPETHOTO CEHCOpa;

— PEKOHCTPYKIisi MOBU: BuUKopucTaHHS TpaHC()OpMEPHUX HEHPOHHUX MEPEX /ISl KIHLIEBOTO IIEPETBO-
PEHHSI OYMIIEHOTO CUTHAITY Ha pO30ipJIMBY MOBY.

EdexTrBHICTh IMX €TalliB, 10 IPU3BOIUTH 10 BiJIHOBJICHHS MOBH, ITPOLIIOCTPOBAHO HA pUC. 3.
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Puc. 3. BinnoBienHst po306ip;1uBoi MoBH

Pesynbratu nocnimxens Mic-E-Mouse 10BOJSATH, 1110 BUCOKOIIPOIYKTUBHI ONTUYHI CEHCOPH € e(PeKTH-
BHHUM 3aC000M NPUXOBAHOTO ayaiOCTIOCTepeKeHHs. Byo JOCATHYTO 3HaYHE MOKPALIEHHS SIKOCTi CUTHAIY:
36inpiuenHs SI-SNR nHa +19 nb Ta To4HiCTh po3ni3HaBaHHS MOBIIEHHS Bif 42% 10 61% Ha aBTOMaTH30BaHUX
Tectax. JlochiKeHH MPOAEMOHCTPYBao NokazHuK noMuwiok ciiB (WER) 16,79%. 3 ypaxyBaHHsIM nocTiii-
HOTO BJJOCKOHAJICHHSI CEHCOPHUX TEXHOJIOTIH Ta 3HIKEHHS iIXHBOI BapTOCTi, 3pOCTAE KUIBKICTh BPa3INBHX
MPUCTPOIB, IO PO3LIMPIOE MOTEHLIHHY NOBEpXHIO aTaku. HeoOxinHa nopanpiia yBara a0 1i€i ypa3IuBOCTi 3
00Ky KOpHCTYBadiB, KOMIIaHIi Ta YPSAIOBUX CTPYKTYP.
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