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Abstract

This study presents a comparative analysis of several security architectures that are relevant to university environ-
ments, including Defense in Depth (DiD), Zero Trust Architecture (ZTA), Secure Access Service Edge (SASE), and
Security Information and Event Management (SIEM). Building on this analytical foundation, the study develops and
evaluates a secure university campus network model using the GNS3 simulation environment. The network is designed
with pfSense security appliances and Cisco 10U switching and is organised into several functional Virtual Local Area
Networks (VLANs). Redundancy is provided through the Link Aggregation Control Protocol (LACP) and the Rapid
Per-VLAN Spanning Tree Protocol (Rapid PVST). A baseline assessment is performed using Nmap, Nikto, Hydra,
and hping3 to identify weaknesses in the initial configuration. The results show that the network is vulnerable to
reconnaissance, Secure Shell (SSH) brute-force attacks, and flood-based Denial of Service (DoS) conditions. These
issues are addressed through a DiD approach that includes inter-VLAN Access Control Lists (ACLs), Layer 2 security
controls, and a Suricata-based Intrusion Detection and Prevention System (IDS/IPS) with custom signatures. Follow-
up testing confirms that all previously successful attacks are blocked. Performance measurements using iperf3 show
only a small difference of approximately 4.5 Mb/s when Deep Packet Inspection (DPI) is active. The findings indicate
that a carefully designed DiD architecture can offer effective protection for university campus networks while main-
taining acceptable performance.

Keywords: Campus Network Design, Network Security Architecture, Vulnerability Assessment, Défense in Depth,
Intrusion Detection System, GNS3 Simulation.

University campus networks support teaching, research, administration, student services, and public
online resources. They must also accommodate a wide range of unmanaged devices, including personal lap-
tops, phones, tablets, laboratory computers, and Internet of Things (IoT) systems, often under Bring Your
Own Device (BYOD) policies. This level of openness increases exposure to cybersecurity threats and makes
network protection more challenging than in tightly controlled corporate environments. Prior work has shown
that universities are frequent targets of attacks such as phishing, data breaches, and unauthorized access, often
due to weak segmentation or misconfigured services [1-3].

The literature highlights the importance of combining governance frameworks with technical measures
such as segmentation, strong authentication, and monitoring [4, 5]. However, universities face additional bar-
riers, including decentralised decision making and varied technical expertise across departments [2, 3]. Con-
sidering these challenges, the paper pursues two primary objectives. The first is to examine and compare
several widely adopted security architectures, assessing their applicability and effectiveness within university
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campus environments. The second is to design and evaluate a DiD-based network architecture within a sim-
ulated setting that replicates realistic campus conditions.

Several security models are commonly referenced in the cybersecurity domain. DiD organises security
controls into several layers that work together. Typical layers include perimeter firewalls, VLAN segmenta-
tion, Layer 2 protections, host-based firewalls, and network intrusion detection. The idea is that if one layer
is bypassed, others may still prevent or reduce the impact of an attack. The main challenge lies in coordinating
and maintaining all layers over time, especially in large networks [4-6].

ZTA removes the assumption that users or devices inside the network can be trusted by default. Instead,
access is granted only after verification and is limited to what is strictly necessary. ZTA often uses micro-
segmentation and detailed access policies to reduce lateral movement. This architectural model is formally
defined in NIST SP 800-207, which emphasises continuous verification, least privilege, and strong identity-
based controls [7, §].

SASE combines wide area networking with cloud-based security services, such as secure web gateways
and cloud firewalls. It is designed to support distributed users and heavy use of cloud applications. Recent
studies highlight that SASE offers scalability and unified policy enforcement but also requires stable cloud
connectivity and strong identity integration [9, 10].

SIEM systems focus on monitoring. They collect and correlate event logs from firewalls, servers, end-
points, and applications to detect suspicious activity and support forensic analysis and compliance work. Mod-
ern SIEM platforms rely heavily on big-data analytics, centralised log ingestion, and automated rule correla-
tion to detect anomalies in large-scale environments [11].

Each of these approaches has strengths and limitations. DiD is relatively straightforward to apply to
existing campus topologies and can be implemented using open-source tools and standard equipment. Addi-
tional research on DiD shows that its layered structure remains highly suitable for segmented or legacy cam-
pus deployments because it improves resilience without requiring full architectural redesign [6, 12]. ZTA and
SASE promise finer-grained control but require strong identity management and, in the case of SASE, de-
pendence on cloud infrastructure. SIEM improves visibility but requires expertise and operational resources.
Network segmentation and Layer 2 hardening, as recommended in enterprise and campus network guidelines,
play a critical role in reducing lateral movement and attack propagation [4, 5]. Table 1 summarises the main
characteristics of DiD, ZTA, SASE, and SIEM.

Table 1. Comparative Analysis of Security Frameworks

Feature Defense in Depth | Zero Trust SASE SIEM

Primary Focus Layered Redun- Identity and Veri- | Cloud Conver- Visibility and
dancy fication gence Logging

Trust Model Trust Inside Pe- Never Trust, Al- Trust via Context | N/A (Monitoring)
rimeter ways Verify

Scalability Low (Hardware High (Software Very High (Cloud | Medium (Data
heavy) defined) Native) Volume)

Implementation Moderate Com- High Complexity | Moderate Com- High Complexity
plexity plexity

Best For Legacy Infra- Hybrid/Remote Distributed Enter- | Compli-
structures Workforces prises ance/SOCs

From Table 1, it can be observed that DiD aligns naturally with environments that already rely on tradi-
tional VLAN-based segmentation and hardware firewalls, such as many university campuses [4—6]. ZTA and
SASE offer stronger identity-centric and cloud-integrated security postures, but their full adoption typically
requires substantial changes in identity management, policy orchestration, and network architecture [7—-10].
For universities with heterogeneous legacy systems, limited budgets, and decentralised administration, a
staged approach is often more realistic: starting from DiD and improved segmentation, adding SIEM-style
monitoring for visibility, and only then progressively incorporating ZTA or SASE concepts in high-risk areas
[1-3], [11]. This layered view supports the choice made in this work to implement DiD in practice, while still
situating it within a broader landscape of more advanced architectures.

To evaluate the applicability of the previously discussed security architectures within a realistic environ-
ment, a secure university campus network based on DiD approach was designed and implemented in GNS3.
The design follows a hierarchical campus topology.
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A pfSense firewall is positioned at the boundary between the external and internal networks. Inside the

campus, the network is segmented into several VLANSs that correspond to typical functional areas:
e Servers VLAN (DMZ, VLAN 10) for public-facing services.

Labs VLAN (VLAN 100) for student laboratory devices.

Library VLAN (VLAN 120) for library systems.

Offices VLAN (VLAN 140) for academic and administrative staff.

IT VLAN (VLAN 160) for IT personnel and network management.
e Additional management VLANSs for device administration.

The switching infrastructure uses Cisco [OU Layer 2 devices arranged into core, distribution, and access
layers. Redundant links between switches are provided through LACP, while Rapid PVST is configured to
prevent loops and enable fast convergence in the event of link or device failures. The resulting VLAN-based
segmentation and controlled inter-VLAN routing align with recommended campus network security prac-
tices.

The testbed includes two Ubuntu virtual machines. One hosts a web server (for example, nginx) running
on HTTP and HTTPS, and the other hosts an SMTP mail server. A Kali Linux virtual machine is connected
to the external interface of the pfSense firewall and is used to emulate an external attacker. End-user hosts
located within different VLANSs are represented by lightweight virtual PCs in GNS3.

A baseline vulnerability assessment is conducted to determine how the initial configuration responds to
common reconnaissance, exploitation, and denial-of-service activities before any security hardening is ap-
plied. The tools used during this baseline assessment, along with their explanations and intended purpose, are
summarised in Table 2.

Table 2. Vulnerability Assessment Tools

Tool Explanation Use

Nmap A network scanning tool that discovers Reconnaissance and vulnerability assessment;
hosts, open ports, services, versions, and | mapping networks, identifying open ports/ser-
OS details using various scan types. vices for potential exploitation.

Nikto A web server scanner that tests for vul- Web application security testing; detecting is-
nerabilities, misconfigurations and out- sues like server headers, default pages, or
dated software. known exploits on web servers.

Hydra A parallelized brute-force tool that cracks | Credential cracking and unauthorized access
passwords/logins by trying combinations | testing; simulating brute-force attacks to test
on many protocols. password strength.

hping3 A packet crafting tool that generates cus- | Firewall testing, DoS simulation, and packet
tom TCP/UDP/ICMP packets, including manipulation; creating floods or spoofed traf-
floods, with control over flags, size, and fic to test network resilience.
rate.

The following tools are applied:
e Nmap to identify live hosts, open ports, and running services.
e Nikto to assess the web server for misconfigurations and known vulnerabilities.
e Hydra to perform SSH brute-force attacks using a dictionary.
e hping3 to generate a SYN flood and evaluate service resilience under DoS conditions.

These tools are widely used in network security experiments and provide a realistic representation of
attacker behaviour. The baseline results show that the network is vulnerable in several ways. Nmap reveals
exposed services, including HTTP on the DMZ server.

Nikto identifies configuration weaknesses on the web server. Hydra successfully obtains valid SSH cre-
dentials through brute forcing. The SYN flood generated by hping3 causes the web service to become un-
reachable for legitimate users.

To strengthen detection and prevention capabilities, custom Suricata rules were created for the two attack
categories not detected by default rule sets: brute-force SSH attempts and SYN flood behaviour. An example
of the implemented rules is shown below:
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SSH brute-force detection
drop tcp any any -> SHOME NET 22\
(msg:"SSH Brute Force Attempt"; \

threshold:type threshold, track by _src, count 3, seconds 1; \

sid:1000001; rev:2;)

DoS SYN flood detection
drop tcp any any -> SHOME NET [80,443] \
(msg:"DoS Flood on Web Ports"; flags:S; \

threshold:type threshold, track by src, count 10, seconds 1; \

sid:1000005; rev:1;)

Table 3 summarises the initial outcomes and the improvements achieved following the deployment of
the DiD security controls.

Table 3. Security Effectiveness Results

Attack Vector Tool Initial Outcome | Post-Implementa- Defense Mechanism
Used tion Outcome

Reconnaissance Nmap p?)l;:g ports ex- tgi?ec(ged (Scan De- slllllr;gta (ET Open

Web Vulnerability Nikto fl(\)/flirslzonﬁg tgcli)ec(ged (Scan De- slllllreiz)eua (ET Open

Credential Attack Hydra gf;;?é‘c)lrd t]iilr?%(f:pgég;mec- s;llrgata (Custom

DoS Flood hping3 Service Offline g/rlliltiif:)ted (Service Iillllrei)cata (Custom

Finally, to verify that the implemented security measures did not introduce unacceptable performance
penalties, quantitative bandwidth testing was carried out using iperf3. Baseline throughput was compared
against throughput under active DPI with Suricata operating in IDS/IPS mode. The results showed an approx-
imate reduction of only 4.5 Mb/s, indicating a marginal processing overhead. This confirms that the proposed
architecture achieves an effective balance between robust security hardening and the performance require-
ments typically expected in university campus network environments.

The results obtained in this study demonstrate that a DiD-oriented design, when combined with VLAN-
based segmentation, Layer 2 protections, and an inline IDPS, can significantly reduce the success of common
attack vectors in university environments. The experimental outcomes are consistent with prior work on cam-
pus network security, which emphasises the importance of segmentation, host hardening, and continuous
monitoring to contain breaches and limit their impact [1-3], [5, 6, 11].

In particular, the effective blocking of reconnaissance, web misconfiguration exploitation, credential
brute-force attacks, and SYN-based DoS traffic illustrates how multiple defensive layers complement each
other rather than acting in isolation.

At the same time, several limitations should be acknowledged. First, the evaluation was performed in a
virtual GNS3 environment with a limited number of hosts and controlled traffic patterns. Real university
networks are far larger, more heterogeneous, and subject to highly variable workloads. As a result, perfor-
mance overheads and operational complexity may grow when scaling this approach to production deploy-
ments.

Second, the attacks considered were representative but not exhaustive; more advanced threats, such as
encrypted command-and-control channels, application-layer evasion techniques, or insider attacks, would re-
quire additional detection mechanisms, including more sophisticated rule sets, anomaly-based IDS tech-
niques, or integration with SIEM platforms [11, 12].

Third, while ZTA and SASE were analysed conceptually, they were not implemented in the testbed.
Future work could investigate hybrid models in which DiD-style segmentation is combined with ZTA policies
and cloud-delivered SASE services to support remote users and multi-cloud workloads [7-10].
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Overall, the study provides a structured and empirically grounded reference design that can be adapted
by universities seeking to strengthen their network security posture incrementally. The proposed GNS3-based
testbed also offers a reusable platform for teaching and further research on campus network security, enabling
students and practitioners to experiment with different architectures, tools, and attack scenarios before making
changes in production environments.
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